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DoD TeamPage Configuration Notes

This guide explains how to configure TeamPage 6 to comply with DoD security
requirements, and the configuration options needed to configure it appropriately
for running in that environment.

This document supplements the Installation and Configuration Guide (https://
teampage.tractionsoftware.com/traction/permalink/Doc351).

For DoD deployments, TeamPage should be configured to run over HTTPS and
connected via NTLMvz to an Active Directory server. This way, the directory
server’s password requirements will be used, and users will benefit from single sign-
on with their workstation login.

Instructions for configuring HTTPS are posted at https://
teampage.tractionsoftware.com/traction/permalink/Doc264 .

Instructions for connecting to Active Directory with NTLMv2 using the JESPA
libraries are posted at https://teampage.tractionsoftware.com/traction/space/
jespaauth . Please note that this link is normally available only to customers who
have purchased the JESPA auth option. If you need to review this link in advance,
please contact sales@tractionsoftware.com.

The notes below describe the configuration settings needed for testing specific
issues in the Certification Document.

Displaying Terms of Service

2.4 The designer will ensure the application is capable of displaying a customizable
click-through banner at logon which prevents further activity on the information
system unless and until the user executes a positive action to manifest agreement by
clicking on a box indicating "OK.” (APP3440 CAT II)

This requirement is addressed via the Terms of Service plug-in, which you can

download from https://teampage.tractionsoftware.com/traction/permalink/
Customer4s32.

To install and configure the plug-in, follow the instructions in that article.

Note that the Terms of Service plug-in 75 compatible with single sign-on solutions
such as NTLM.

eo0o Terms of Service Configuration & arTorms of Service Agreement ®
[y "Server Sotings Configure Pugin . Torms o Service ®

1 will abide by my organization's Terms of Service for this site.

Requies users 0 agree to Terms of Servis befors granting access fo most views 1 agree to these terms of service.

Server Settings



https://teampage.tractionsoftware.com/traction/permalink/Doc351
https://teampage.tractionsoftware.com/traction/permalink/Doc264
https://teampage.tractionsoftware.com/traction/space/jespaauth
mailto:sales@tractionsoftware.com
https://teampage.tractionsoftware.com/traction/permalink/Customer4532
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Password Storage Compliance

3.4 The designer will ensure the application stores account passwords in an
approved encrypted format.(APP3340 CAT I)

Passwords for users are not stored at al/ when the system is configured to use single
sign-on. This is the recommended configuration.

In the default out-of-the box configuration (often used for evaluation, or when
single sign-on is not enabled), salted password hashes are stored in the Journal.db
journal file. A typical entry looks like this:

admin: PHYyP3EwMDAWOjNIMWIyZGVIMTZKY  FnYWJImZj L kNDYwMTMOYzU2Nj AwYWE

zZN2IwODY2MmESYmMxYjo3Y2Y2YmUOYmY4ZTF1ZDAdkMTM4MDdhZmRiMTBhYzR1ZDBk
MDBKNTI1MGZiMGNhNzc=:1:

This is base64 encoded. Decoded, the format is this:

<v2>10000:3clb2decl6dblfabff9d460134c56600aa37b08662a9%bclb:
Tcfébedbf8elbd7d13807afdbl0ac4ed0d00d5250fb0ca

First, there is a version number, in this case v2.

Next is the number of iterations used in the hash ~ |@mestermer s ®
algorithm, in this case 1000. Next, is the password | Seneralinput Transtormations
hash, and ﬁnally the Salt Journal Posts | Defaut (Sanitize ol Posts (Bt (New- ]

Technical Details

o Passwords are hashed with a 192-bit random salt. _
Plain Text Content | Defaut (Santtize Plain Text Entries)

v [Eat)(New...)

rhed plain text

aftransformers is appli vy content that is

Permission-Based Input Transformations

9 o)

e Only the PBKDF2 hash with HmacSHA1
(10,000 iterations) is stored.

Comments | Defaut (None)

Received Email Content | Defaut (None)

Configuring Cross-Site Scripting Countermeasures

Other Input Transformations

Ingested Feed Cont

nt | Detaut (None)

4.8 The designer will ensure the application does
not have cross site scripting (XSS) vulnerabilities.
(APP3580 CATI)

In order to prevent cross-site scripting and SQL
injection attacks, TeamPage applies configurable
transformations to all inputs.

Defaul (Saritize Setting Values)

is applied to any setting value that is form fiefd.

Textonly Setting Values |Defaut (Santize Text-only Setting Values) v

be text anly. The

In most cases, the default transformations suffice

to guard against attackers embedding JavaScript in
form, URL parameters or other inputs, which is
the primary way that cross-site scripting attacks
are carried out.

If new attacks are discovered, or additional
protections needed, the instructions in

Runtime Transformations

Runtime URL Parameter Values | Defaut (Santize Incoming URL Parameter Values) v e
This
server.

is applied to each URL parameter value in any GET or POST URL addressed to the Traction

Close

~

https://teampage.tractionsoftware.com/traction/permalink/Doc303 explain how to

build and test custom transformers.


https://teampage.tractionsoftware.com/traction/permalink/Doc303
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Displaying Important Login Information

4.14 The designer will ensure the application has a capability to notify the user of
important login information. (APP3660 CAT III)

‘When logging in directly, after successful authentication, TeamPage can be
configured to show a screen with the required information.

(3 teampage

Your Recent Authentication History

Last successful authentication attempt:
March 19, 2014 7:33:31 PM CET from 0:0:0:0:0:0:0:1

Number of unsuccessful authentication attempts since your last successful attempt:
2

Last failed authentication attempt:
March 28, 2014 12:18:54 AM CET from 0:0:0:0:0:0:0:1

Send to Printer OK

To enable the display of this screen, change this setting from Default (no) to yes.

Traction Server e teampage
Groups  Access Control List (AGL)
| sonera Gonea > LoginSetngs () (o) (oo
Manage Server
Current Joual Sessions
(RET0D The server - ding alogin

keeping the user signed in.

Java Setings

| a—

Search Setings Default (UntlBrowser s Closed) ¢

Daemons.

g 10 URL or the server). ifthe TeamPage.

EventListeners

Customizations y
Bind Sessions to the Requesting IP Address by Default Binding sessions 1o requestng IP addresses defends

Defaultyes) & against replay” attacks, snce t prevents the login cookie
People the session 1P address. This 0
o compare q an atacker.
Spaces referred fo by e ogin cookie I he server il
hatroquos!, and tho usor will have to reauthenticats
Network
eeres 1fa long enough period of e passes dentf meaning
hat o user wil
Server Files
=) Maximum Inactive Session Interval for Persistent Logins

Default (30 days) &

Defaults stod (10, the user
Checked the "Remember Me" checkbox on th login form).

Front Page
Plugins Maximum Inactive Session Interval for Transient Logins T S R
Default (L how) cookde that s et o remember- the sucoassiul
check the “Remember Me" checkbox on the login form. browser wil discard it as s00n as the user exs the browser
(or atleast dloses allwindows and tabs pointing to a URL
is ofers 2 higher lovelof sacurit, but.
selecting a short maximum Inactiv session interval makes.

iteven mors sscure, becauss i preven's he session ffom
being used ata latertme In case the userforgets o close.
hei browser.

Session Manager
View and manage currenty active sessions.
View

Login Form

Allow Usersto Choose whether to Bind Their Session to Thelr Currnt P Address on Login T DT o e
Defaulttes) & TeamPage from a lapiop or mobile device, since those

ath ie value of he "Bind Sessions | adresses using the same login cookie. Opting outof this

o the Requesing IP Address by Default” setting will be used. Securlyfealure comes with some rsk of Teplay” atacks, but
hatisk will be minimized for users connecting o
TeamPage overa TLS encrypled connection.

Allow Users to Choose Login Cookie Lifetime on Login

Defaultyes) ¢

“Keep me signed in” oginform

Locales to List on the Login Form
 Use Detaur Vabe

in Message
Tnis message will be displayed on the login page.
e

<b>Welcome to Teampage. Please log in</b>

Login Rejection Message

Pt
 Use Defaut Vakie
Enable Password Change Requests Each password change requestlink s associated wih key

Defaultyes) ¢ ‘which s vall or justone hour. T key is Immediately

9 Forgotyour p - inthe password,
login form. wi
now password. (i

e user TeamPage account

address. he user enters a hisfoatu users whose
Direcry.

Require Users to Review Their Recent Authentication History on Successful Authentication
Default (n0) #

“yes,"when the ser TeamPage's bl login o procead
nelr user name.

(Bxit) (Reset] [Apoly
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Customizing Denial of Service Mitigation
The following requirement addresses

5.1 The designer will ensure the application provides a capability to limit the
number of logon sessions per user and per application. (APP3410 CAT II)

Denial of service filtering is enabled by default. You can configure the default
settings as needed for your deployment using the Server Settings > Network > Features/
Tining > DoS Filtering controls.

Traction Server @ teampage

server settings

General Network - Features / Tuning (Exit) [ Reset | [ Apoly
People

g2ip Compression | Default (yes) +

Spaces
g2ip compression will significantl decrease th bandwidh usad for textand himi content, but twill ncrease th load on the server.
I Network
HTTP Server gzip MIME Types 1] @ Uso Defauk

Y | This isth lstof MIME types tht shovid be gzipped. Th st should st MIME types separated by commas, with no additonal space

Outgoing HTTP Requests
Allow Reverse DNS Lookups to Determine Host Name for Request IP Addresses

License ne N

For cerain operatons, such as logging the source of incoming requests o recording tracking daia, your TeamPage TeamPage server may normally atiempl 0 do a reverse DNS
S lookup of the requester's remole [P address. n in processing requess, pariclarty i reverse lookup is not supporied for e

requesting IP address.
Email
Defaults Baset4 Encode Cookie Values ( yes ¢ This feature may have to be disabled if cookies are being

I d because encoding issues. shared between a TeamPage server and another web

Front Page server.
Plugins Do (Denial of Service) Filtering

the host.

The web server can be configured for, eith or out
tures she ble to the TeamPage server with the requirements for legitimate users to make a

ower. These

e Id be tuned in balancing the
reasonable number of requests in a given time frame.

Maximum Requests per Second
Amaximum number of requests from a connection per second. Additional requests above this number are first delayed, then throtted.

25 persecon
& Use Dofaut Vako (25 per second)

Delay Applied to Requests above the Maximum per Second
Delay Imposed on all requests over the rate imit, before they are considered atall. Use -1 to ndicate be rejected.

w0 ms
@ Use Defaut Vakse (100 ms)

Maximum Throttle Wait Time
The maximum length of
a requestwould be Ifithad been rejected by the throtte.

50 me
@ Use Defaut Vake (50 ms)

throtte to acoept of reject a request. If this amountof time, it will be treated the same way

Maximum Simultaneous Throttle Request Count

‘The number of requests over the rate limit that can be simultaneously considered for throtting.
s requests

& Use Defaut Value (5 requests)

Maximum Throttled Request Timeout
The maximum length of tme the server should allow a troted request to walt afler \ded before the fthe server o resume the request
before the timeout expires, the request should complete normally.

30000 | ms
@ Use Defaut Vale (30000 ms)

Maximum Idle Request Time
‘The maximum length of tme to ates for a connection be discarded.

30000 ms
@ Use Defaut Vake (30000 ms)

Set "DosFilter" HTTP Response Headers

Default (yes) #
Indicates whether HTTP response headers should be set o tell the requesting user agent that the Do filler has been applied to the request.

Track Connections by Session Identifier

Default (yes) #
Indicates whether the request rate should be tracked on a per session basis, when a session Is available.

Track Connections by IP Address and Remote Port Number
Default (no) ¢
Ifper session tracking is not being used, tis seting be tracked on a per portbasis.

Remote IP Addresses Exempt from Rate Limitin
This seting allows administrators to specify a comma-separated “White list" of IP addresses to which request rate limiting will not be applied.
@ Use Defaut Vake

(Exit) [ Reser| [Apply
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Additional protections can be achieved by shortening sessions and binding them to
the IP address of the user’s computer. These controls are on this admin page:

Traction Server

[
3 teampage

server settings Groups  Acoess Control List (ACL)
I General General - Login Settings (exit] [ Reset | [ Apply
Manage Server
Gurrent Journal Sessions
RIS The server ke successful sending a login cookie back to the browser that allows subsequent requests to be correlated with the session,
Lava Settings Keeping the user signed in
Login Setings |

Default Login Cookie Lifetime

e S He Default (Until Browser Is Closed) $

Daemons

ve cookies, i the
closes all windows and tabs pointing to a URL for the server). ifthe user itof TeamPage.

(oratleast

EventListeners
CEEREED Bind Sessions to the Requesting IP Address by Default

Binding sessions to requesting IP addresses defends.
Default (yes) #

‘against 'replay” attacks, since it prevents the Iogin cookie

People For greater securiy, the session records that are racked by the server can include the requesting IP address. This | ffom being used from another computer i ntercepted by
o compare ‘he session an atiacker.
Spaces referred to by If the , the server will 1o be used for
hat reques, and the user will have [o reautheniicate.
Network
TEerse Ifa long enough period ofime passes In which the server does ot receive a request with a login cookie referring o a particular session identifer, it expires the session, meaning
athe user wil have to auth he nexttime they
Server Files
- Maximum Inactive Session Interval for Persistent Logins
Default (30 days) ¢
Defaults the maximum period expires for a user who requosted a persistentogin cookie (1., the user
checked the “Remember Me" checkbox on the login form).
Front Page
Plugins Maximum '""’"": Session Interval for Transient Logins ‘When the "Remember Me” checkbox s not checked, the
Default (L houn) ¢ cookie hats set to ‘remember” he successful
the maximum period of inaciivity before a session s expired for users who did not authenticaton i “session" cookie. This means thathe
check the “Remember Me* checkbox on the ogin form. browser wil discard it s soon as the user exits the browser

(or atleast closes all windows and tabs pointing to a URL.
forthe server). This offers a higher level of security, but
selecting a short maximum inacive session interval makes
iteven more secure, because it prevents the session from
being used ata later time in case the user forgets o close
their browser.

Session Manager
View and manage currently active sessions.
View

Terminating Sessions

5.2 The designer will ensure the application provides a capability to automatically
terminate a session and log out after a system defined session idle time limit is
exceeded. (APP3415 CAT II)

The session idle time is controlled by the session settings shown above.

To terminate an active session, open the session manager by clicking the View
button.

Session Manager
View and manage currently active sessions.
| View |

8 O O Session Manager =

| 4
{{}Session Manager @
D User Created Last Accessed Max Inactive Interval (s)
aksip0igb8tgi1gc83hSxodidz Traction Support Apr 14, 2014 2:42:43 PM 4wk 2d | Remove |
alehdb7cSoij7w1iznyw7h6m726 Traction Support 1:37:24 PM 1:50:04 PM 4wk 2d | Remove |

| Remove All Sessions |

To immediately terminate the session, click the Remove button next to the session
you wish to terminate.
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Tip: You can also access any admin view or settings by typing a few characters of its
name into the search box at the top of the setup pages.

| Q. session| I

Server Settings

Session Manager
View and manage currently active sessions.
Session Manager
Maximum Inactive Session Interval for
Persistent Logins
ch .. session_persistent_max_inactive_seconds ... |10
the record of a session ...

Server Settings > Genera

Maximum Inactive Session Interval for Transient

Logins

... session_transient_max_inactive_seconds ...

inactivity ... )
WE  Server Settings > Genera l0r]
Nt whether to Bind Their Session to Their erf

Current IP ...

... of binding their login session to their current
'A IP ..

Server Settings > Genera

_ Bind Sessions to the Requesting IP Address by i

e Default é
8d  For greater security, the session records that ne 3
)‘;i are tracked .. ... > be

Server Settings > Genera

Track Connections by Session |dentifier
... tracked on a per session basis, when a

wl  session ... s00l
ne Server Settings > Network
Default Login Cookie Lifetime

... CooKies to be browser session cookies, or
fo persistent...
Server Settings > Genera
. Track Connections by IP Address and Remote i
'0" " port Number of &
nif per session tracking is not being ...

Server Settings > Network




